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Executive Summary

Data Without Borders: Harmonising
ASEAN'’s Digital Regulations for Growth

ASEAN's digital economy is growing rapidly. Fintech, e-commerce, and real-time payments are
thriving across the region, fuelled by a young, mobile-first population. In 2022, digital payments
in the six largest ASEAN economies exceeded USD 806 billion. But behind this growth lies a
simple fruth: data powers everything.

Every digital transaction, customer interaction, and financial service relies on the secure and
seamless movement of data. Today, however, businesses are facing growing friction. Cross-
border data restrictions and inconsistent national regulations are making it harder to innovate,
expand, and stay competitive.

To understand how companies are navigating this evolving landscape, the Singapore Fintech

Association surveyed 109 organisations across ASEAN. The message from the private sector is
clear: fragmented data rules are undermining both compliance and growth.
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Executive Summary

of respondents reported that these restrictions would negatively impact
o their ability to operate in a market which intfroduces such restrictions,
with significant negative impacts on crucial operational activities:

Product development Cybersecurity/fraud prevention

70%

Consolidated/aggregated reporting Risk management

71%

Customer support

74%

There are also implications on the use of innovative Al technologies.

70%

A majority of respondents (568%) disagreed that data localisation
(o) improved data security.

of respondents said that these restrictions would have a negative
impact on their creation and use of Gen-Al.

Despite these challenges, businesses remain committed to responsible data practices.
What they want is consistency. A majority of respondents believe that a regional
framework, such as a robust ASEAN Digital Economy Framework Agreement (DEFA),
would be transformative. They are calling for clear, harmonised rules that allow trusted
data to move securely across borders.

This report outlines a practical path forward: finalise a high-standard DEFA, align
national privacy laws, and limit data localisation to clearly justified cases. It also calls for
greater promotion and use of tools and mechanisms like the ASEAN Model Contfractual
Clauses and the Global Cross Border Privacy Rules System, alongside support for
innovation through regulatory sandboxes and modern data-sharing models. Above all,
it urges ASEAN to work together, with urgency and clarity, to build a more connected,
competitive digital future.

ASEAN has the opportunity to lead. With the right approach, data can shift from being
a barrier to becoming one of the region’s greatest competitive advantages. The
opportunity is here. The time to actis now.
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Southeast Asia is in the midst of a digital fransformation.
Across the ASEAN region, fintech and digital payments are
thriving, driven by rapid e-commerce adoption, the rise of
digital banking, and a young, mobile-first population.

In 2022 alone, digital payments in the six largest ASEAN
economies reached USD 806 billion, up 14% from

the previous year. Mobile wallets, real-time transfers,
and super-apps are now embedded in everyday

life, advancing financial inclusion and opening new
economic opportunities across the region.

At the heart of this growth? Data.

Every e-wallet payment, online purchase or cross-
border transfer generates data. The ability fo move
that data securely and efficiently across borders is
what powers fintech innovation as well as the broader
ecosystem. Without strong data connectivity, a
payment app in Singapore would not be able to verify
a bank account in Thailand, nor would a Viethamese
e-commerce platform be able to tap into cloud
analytics hosted in Indonesia. Seamless data flows
allow ASEAN businesses to collaborate, innovate, and
scale - regionally and globally.
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Yet, businesses face challenges when it comes to data transfers. Existing studies and research
on the impact of cross-border data transfer regulations have identified macro-level impacts
(e.g., on GDP, job creation, productivity, prices) in many countries. For example:

* An [TIF study highlights that such measures can reduce trade, slow productivity, and
increase prices for industries that rely heavily on data.

* The OECD-WTO Business Survey suggests that local storage requirements coupled with data
flow restrictions could lead to increases in data management costs of around 16 to 55%.

* Another example is a report commissioned by the UK Department for Digital, Culture,
Media and Sport which analysed the extent and impacts of data localisation measures
implemented around the world. The report contained economic modelling of the impacts
of data localisation on international frade and on both large and small firms in the UK.

* An |CRIER paper explored the regulatory burden of data localisation measures on MSMEs in
India which could result in 10 to 15% additional costs for the MSME.

These reports however, do not provide detailed insights into how and the extent to which
firms in the financial sector within the ASEAN region are affected. There are limited studies
which specifically focus on the impact at the firm level within the ASEAN region. For example,
arelevant study explored the benefits of digital technology for MSMEs exporters in the Asia-
Pacific region, and found that digital tools can lower market barriers and stimulate economic
growth by significantly reducing the time and cost of exporting for MSMEs.

To better understand how businesses in the financial industry are being impacted and are
navigating this evolving and complex landscape, the Singapore Fintech Association (SFA) in
collaboration with partners and other stakeholders conducted a regional survey between
November 2024 and March 2025. The goal: to explore how organisations in ASEAN perceive the
impacts of cross-border data fransfer regulations. The survey sought to understand the firm-level
impacts on revenue, productivity, costs, ability to operate in and enter markets, and ability to
conduct key activities such as cybersecurity, fraud detection, artificial intelligence, and day-
to-day operations. The survey also captured how companies manage cross-border data flows,
and what they believe needs to change.
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https://assets.publishing.service.gov.uk/media/63a1a2e88fa8f539198d9bb5/Frontier_Economics_-_data_localisation_report_-_June_2022.pdf
https://assets.publishing.service.gov.uk/media/63a1a2e88fa8f539198d9bb5/Frontier_Economics_-_data_localisation_report_-_June_2022.pdf
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In total, 109 organisations participated. Of these, 88% are incorporated or have their main
business location in an ASEAN member state, with 65% representing large organisations (200+
employees), and 35% mainly comprising smaller firms and MSMEs. Financial institutions and
fintechs comprised most respondents, accounting for 82% of the sample.

Fig 1. Survey Respondents’ Country of Incorporation

‘ ‘ Fig 2. Survey Respondents’

23% 18% 15% Organisation Size'

6%

Singapore Cambodia Malaysia 1 0%

n» @ »

14% 8% 7% 19%

Indonesia Philippines Vietham

65%

' , ' ® Large ® Small ® Micro ® Medium

2% 1% 12%

Thailand Brunei Others
Darussalam
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' Categorisation of MSMEs is based on the number of employees adopted by ASEAN member states sourced from this page:
Definitions of MSMEs Across ASEAN. Categorisation based on asset turnover and revenue was not considered as data was not available.

s F SINGAPORE . fint h 9
A FINTECH singaporetintecn.ort
ASSOCIATION gap 9



https://www.asean-csr-network.org/c/images/Financial_Inclusion_Infographics/1_Infographics_Definitions_of_MSMEs.pdf

Data Without Borders:

Harmonising ASEAN's Digital Regulations for Growth AR Chapter1 AN

What Did We Learn?
Key Patterns Across the Region

Several insights emerged from the survey:

Regional Data Processing

83% of respondents reported processing data

within Asia, and 61% specifically within ASEAN. This
underscores the growing integration of the region’s
digital economy. Data routinely moves across borders
as companies tap into regional infrastructure to reach
and serve customers throughout Southeast Asia.

Handling Sensitive Data

\ More than 70% of respondents manage personal data,
including customer information, financial records, and
‘ I employee data. At the same time, many rely on cross-border

data flows to deliver core services and to support their
business operations, highlighting the need for robust data
protection and privacy frameworks that can accommodate
arange of data types, including personal data.

Global Tech Dependence

Every respondent reported being connected to global
technology platforms such as enterprise resource
management systems, communication tools, data hosting,
and analytics tools that require seamless cross-border data
access. In today’s digital economy, no business is or can
be truly self-contained; data connectivity is essential for
competitiveness, innovation, and daily operations.

—]0 [
o=lo
=ALD\=
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Data Without Borders:

Basic productivity software:
e.g. Google Workspace, Office 365

Communication tools:
e.g. WhatsApp, Email, Slack, Zoom

Data hosting (e.g. website, data storage):
e.g. AWS, Microsoft Azure, Google Cloud, Dropbox

Online job platforms (for recruitment):
e.g. LinkedIn, Indeed, Monster

Internal applications for enterprise resource planning,
CRM, HR, accounting, project management e.g.
Salesforce, SAP, Workday, Zoho, Monday.com

Social Media (for marketing):
e.g. Facebook, Instagram, YouTube, TikTok

Al / ML:
e.g. Google, AWS, Microsoft Azure, Datarobot

Cybersecurity
e.g. Palo Alto Networks, Cloudflare, Akamai

Data Analytics and Business Intelligence:
e.g. Tableau, Microsoft, SAS, Qlik, Domo

Risk management tools:
e.g. NICE, Thomson Reuters, ComplyAdvantage

Payment processing: Paypal, Stripe, Adyen

Customer support:
e.g. Zendesk, Salesforce, Teleperformance

E-Commerce platforms:
e.g. Amazon, Shopify

Others

The Promise, and Pressure, of Data Connectivity

Data connectivity fuels ASEAN’s digital innovation, from real-time payments to cross-border

0

Harmonising ASEAN'’s Digital Regulations for Growth

Fig 3. Use of Global Technology Tools by Respondents
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financial services. But as the digital economy scales, the region’s regulatory foundation it

relies on is coming under strain. Across the region, businesses face an increasingly fragmented
patchwork of data regulations, and an increasing number of data transfer restrictions.

80%

Safeguards are essential, yet many firms are raising concerns that inconsistent data rules create

friction and drive up compliance costs.

In the chapters ahead, we examine how these challenges are unfolding on the ground, how

businesses are adapting, and why regulatory harmonisation is a necessity rather than an

optional feature for ASEAN to harness its full potential. We also explore global models ASEAN

can draw from, and why now is a critical window for alignment, before fragmentation stifles the
ambitions of businesses in ASEAN, and undermines the region’s digital momentum.
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Data Without Borders:
Harmonising ASEAN’s Digital Regulations for Growth Chapter 2

ASEAN's digital.economy is full of potential, but many

businesses face, a significant:challenge: restrictive and
inconsistent eross-border data regulations. As data
rules diverge from.ceuntry{o country, companies are
finding it harder to operate efficiently.and seamlessly
across the region.

A Fragmented Landscape

Data governance across ASEAN is anything but consistent. While some countries champion
open data flows and regional integration, others emphasise data sovereignty, infroducing
localisation requirements to address legitimate national security and privacy considerations.
The result is a fragmented regulatory landscape that many businesses describe as complex,
costly, and constraining.

Even everyday scenarios highlight the growing friction:

* A fintech company in Cambodia may be legally required to store customer data within
national borders, limiting access to cloud-based CRM tools hosted in another country.

* AnIndonesian payments firm expanding to Thailand may need to duplicate infrastructure,
segregate user data, and navigate separate approval processes in each country, raising
costs and delaying entry.

These obstacles affect both startups and established players (though it has been highlighted
that smaller firms with more limited resources would feel the pain more). With resources tied up
in compliance and duplicative systems, many firms are forced to maintain data silos in every
market, undermining the scare, efficiency, and agility that ASEAN's digital economy is meant to
deliver. These challenges drain resources and slow growth.
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Business Concerns Fig 4. Impact of Cross Border Data

Restrictions on Access to Global Technology

Are Growing

35%

The survey findings make one clear: a ST N
fragmented regulatory environment a0%
that puts up barriers will create real

challenges for businesses across ASEAN.

25%

20%

Access to Global

Tools at Risk
of respondents say stricter 10%
73% cross-border data transfer
regulations could limit 5%
their access to essential global tech tools
such as cloud platforms, development o
software, and APIs, all of which are crucial Vm:gh Inflgahd ”:fnd:;g:e Iﬂ?:; Vfgpsjgh' NoImpact
to staying competitive (see Fig. 4). N .

Rising COSi’S, Another 73% expect operational costs to increase under stringent
. datarules (see Fig. 5). Additionally, 73% indicated a negative
Falling lsee Fig. 5 Y. 73% 9

impact on productivity, while 61% anticipate a direct negative
Revenues impact on revenues (see Fig. 6). From duplicating systems to hiring
additional compliance staff, businesses will pay a high price.

Fig 5. Impact of Cross-Border Fig 6. Impact of Cross-Border Data
Data Restrictions on Cost Restrictions on Revenue and Productivity
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Operqﬁons and Fig 7. Impact of Cross-Border Data

Restrictions on Ability to Operate in a Market

Innovation Disrupted

35%

Perhaps most concerning is how o >
cross-border data restrictions have 30%

an adverse impact on day-to-day

operations: 73% of respondents 25%

report that cross-border data

transfer restrictions are likely to 20%

negatively impact their ability
to operate in a market which
infroduces cross border data
transfer restrictions (see Fig. 7).
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A significant majority of respondents also indicated that specific areas in their operations would
be negatively affected: new product development (70%), consolidated/aggregated reporting
(71%), customer support (74%), cybersecurity/fraud prevention (67%), and risk management
(63%) (see Fig. 8). These results validate what other research has described as the negative

impact of data localisation and cross border data transfer restrictions on firms' operations,
including in areas of resilience and cybersecurity.

Fig 8. Impact of Cross-Border Data Restrictions on Specific Use Cases

Hiring
New Product Development

Consolidated/
Aggregated Reporting

Customer Support

e [ —

Cybersecurity/Fraud
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Fig 9. Impact of Cross-Border Data
Restrictions on Gen-Al creation and use

Of equal concern is the real potential
for cross-border data transfer restrictions
to limit ASEAN firms' access to, and

use and development of innovative Al o >
technologies. 70% of respondents said %0%
that cross-border data transfer restrictions

would have a negative impact on Gen- 25%
Al creation and use in their organisation

(see Fig. 9). This is because good quality 20%
data in sufficiently large volume is
essential for Al model training. Restricting
the access to such data could affect
the adoption and development of new
technologies, and ultimately limit the
growth and productivity of ASEAN firms
and economies as others power ahead. 5%

35%

15%
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Cross-border data transfer restrictions are likely to hinder operations, delay product launches,
increase risk, slow innovation, or force inefficient workarounds. These are not future risks; they
are current realities, especially for smaller firms that lack the resources to adapt.

The message is clear: ASEAN's firms and digital economy, fueled by data, are at risk of losing
momentum under the weight of fragmented regulations and data transfer restrictions. Without
a coordinated regional approach, the path to growth will remain obstructed by costly
inefficiencies.
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If ASEAN fails fo act on cross-border data

harmonisation, the consequences would not be
limited to compliance headaches; they will be
economic, strategic, and far-reaching. Businesses
are already facing the impact. Here is what is at risk:

c Slower Economic Growth and Payments Innovation

Data restrictions create friction in the digital economy. Without seamless data flows, fintechs
struggle to scale, services take longer to launch, and digital payments risk stagnation. ASEAN's
shiftf toward a cash-lite economy, crucial for financial inclusion and economic efficiency, could
falter if companies are forced to silo systems or limit data analysis across borders. Innovation in
Al, credit scoring, and regional Buy Now, Pay Later (BNPL) offerings depend on access to data.
When data is constrained, so is progress.

Reduced Foreign Fig 10. Impact of Cross-Border Data
Restrictions on Ability to Enter a New Market
Investment

‘Iltt

Very High High Moderaie Slight Very Slight No Impact
Impact Impact Impact Impact Impact

Investors seek clarity and scale. Yet
70% of respondents say that restrictive
data rules make it harder to entfer

30%

new ASEAN markets (see Fig. 10). If e
companies must replicate infrastructure

and build separate feams (e.g. 20%
compliance, technology teams) in

each country, many will scale back 15%

or opt-out entirely due to the high
compliance costs involved. Without
harmonisation, ASEAN risks losing
vital fechnology investments to more
infegrated digital economies.

10%

5%

0%
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https://www.hinrichfoundation.com/research/article/digital/the-long-road-to-a-seamless-global-digital-economy/
https://www.irsg.co.uk/assets/Reports/IRSG_DATA-REPORT_Localisation.pdf
https://www.irsg.co.uk/assets/Reports/IRSG_DATA-REPORT_Localisation.pdf

e Stifled Innovation and Talent Drain

Fragmented data rules limit cross-border R&D and slow the pace of innovation. Whether in Al,
healthcare, or fintech, modern breakthroughs increasingly depend on collaborative, regional
datasets. When innovators are not able to share data freely across borders, development stalls,
or shifts to more open markets. Over fime, top talent may follow, choosing jurisdictions with
clearer, more innovation-friendly environments. The result: a potential brain drain that not only
stifles local innovation but also erodes ASEAN's long-term digital competitiveness.

Weaker Security and Fig 11. Impact of Cross-Border Data
. Restrictions on r rit

Privacy Outcomes | Festrictions on Cybersecurity

Data localisation is often promoted as%

as a security measure, but 58% of

surveyed businesses disagree that such 30%

measures improve data security (see

Fig. 11). In reality, localised data silos 25%

can negatively impact tactics that

organisations use to defend themselves 20%

including threat hunting, privilege

escalation attacks, and pen testing 1%

and other red teaming, and restrict
access to global cybersecurity tools
and threat intelligence which ultimately
weakens the firm's cybersecurity.
Effective fraud detection and cyber

resilience increosingly rer Oon Cross- ” Significantly Moderately  Slightly : No slightly  Moderately Significantly
border coordination - something rigid ’ ’ pove et e o Mesken eaken
data restrictions actively undermine.

Data is more protected by how it is

stored rather than where it is stored, and

data localisation is more likely to result in

weaker protection for organisations.

10%

5%

e Fragmentation of the ASEAN Digital Market

ASEAN's vision of an infegrated economic community is at risk. Without coordinated action, the
region could fracture into disconnected digital markets, each governed by its own rules. This
fragmentation makes it harder for ASEAN startups to scale across borders and less appealing
for global firms to establish regional hubs.
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https://www.irsg.co.uk/assets/Reports/IRSG_DATA-REPORT_Localisation.pdf
https://www.irsg.co.uk/assets/Reports/IRSG_DATA-REPORT_Localisation.pdf
https://www.irsg.co.uk/assets/Reports/IRSG_DATA-REPORT_Localisation.pdf

A missed policy opportunity becomes a missed market
opportunity

Consider an ASEAN-wide platform built to connect data systems across member states. Without
harmonised data rules, that platform faces fragmented regulations, soaring compliance

costs, and limited regional reach. Consumers miss out. But with a unified framework, the same
platform could scale quickly, become a homegrown success story, and showcase ASEAN's
digital leadership.

The bottom line: Data restrictions are already slowing growth, inflating costs, and deterring
investment. By one estimate, this means missing out on an opporfunity fo increase GDP value
across ASEAN by USD 1 frillion. Left unaddressed, they could blunt ASEAN's fintech momentum,
drive talent elsewhere, and stall digital progress, without delivering meaningful gains in privacy
or security.

The good news? These outcomes are not inevitable. ASEAN has a narrow but crucial window to
act. With the right policy tools, ASEAN can turn data governance into a competitive strength.
One of the most promising leverse A region-wide Digital Economy Framework Agreement
(DEFA) to reduce unnecessary frictions when it comes to data transfers, and encourage the
adoption of mechanisms which enable seamless cross-border connectivity.

In the next chapter, we explore how a DEFA could chart a path forward and what lessons the
ASEAN region can learn from global models that have tried to bridge the data divide.
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To unlock ASEAN's full digital potential, the region needs a

coordinated approach - one that enables seamless data
flows while respecting national priorities. A promising solution?
A Digital Economy Framework Agreement (DEFA) is a regional
pact designed to harmonise digital regulations and reduce
barriers to cross-border data movement.

What is a DEFA?

A DEFA serves as a digital blueprint. It establishes standards on data flows, privacy,
cybersecurity, and digital trade across member states. Through a high-standard and
commercially enabling agreement, ASEAN businesses would be able to simplify compliance,
reduce costs, and accelerate regional integration, allowing them to more effectively operate
and lead in the global digital economy.

With aligned policies and approaches, companies can move data with confidence, avoid the
negative costs and consequences of abrupt localisation mandates, and shift their focus from
navigating red tape to driving innovation and growth.

Business Endorsement Fig 12. The Positive Benefits to ASEAN
firms of a High Quality DEFA
for DEFA

The private sectorisn't just
recommending harmonisation - it

is calling for it. 71% of respondents
believe a high-quality DEFA would be
a game-changer when it comes to
revenue, efficiency and ability to grow
their business (see Fig. 12). Businesses
are ready to invest and innovate, but
they need consistent, predictable and
enabling rules across borders to do so
with confidence.

Very High High Moderate : Slight Very Slight No Impact
Impact Impact Impact | Impact Impact
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What organisations are asking for is not deregulation, but clarity and consistency. Conflicting
or ambiguous rules disrupt cross-border planning more than firm ones do. Businesses across the
region have made their position clear: they are ready to comply with robust data standards, so
long as those rules contain the crucial elements of enabling cross-border data fransfers, clarity,
and regional consistency. With coordinated action and meaningful collaboration, ASEAN can
transform data connectivity from a regulatory hurdle into a long-term strategic advantage.

mn ‘.‘

What Could Success Look Like?
Global Examples to Learn From

« Digital Economy Partnership Agreement (DEPA)
Signed by Singapore, Chile, and New Zealand in 2020, DEPA establishes shared rules on
data flows, privacy, and digital frade. It enables smooth collaboration by establishing rules
which prevent restrictions on cross-border data transfers unless it is required to achieve
legitimate policy objectives, and adds a set of commitments for the development of legal
frameworks for protecting personal data which promote interoperability and compatibility.
The DEPA has also attracted interest from countries like Canada and South Korea.

o United States-Mexico-Canada Agreement (USMCA)
The USMCA requires the removal of barriers to cross-border data flows. The agreement also
specifically mentions the APEC Cross Border Privacy Rules system as a “valid mechanism to
facilitate cross-border information transfers while protecting personal information”.

o ASEAN-Australia-New Zealand Free Trade Agreement (AANZFTA)
The upgraded AANZFTA includes rules that support the free flow of data across borders
and prevents unjustified data localisation requirements, while maintaining appropriate
regulatory space in certain areas, including for the protection of privacy.

These global examples show that well-structured agreements can preserve essential
safeguards while promoting open digital frade. For ASEAN, a DEFA could offer the same -
empowering businesses, protecting consumers, and fostering a region-wide digital ecosystem.
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ASEAN ministers are already in discussions to develop a regional Digital Economy Framework
Agreement (DEFA), with an agreement targeted to be concluded by the end of 2025. If done
right, this agreement could transform ASEAN into a unified digital market of more than 700

million people.

A well-designed DEFA could include key elements on data fransfers and protection such as:

70

Guarantees for
Cross-border
Data Flow

Ensure that
business-critical
data can move
freely across
ASEAN member
states regardless

of industry sector.

=

Limits on Data
Localisation

Restrict mandatory
local data storage
where absolutely

needed for specific,

clearly defined and
legitimate public
policy objectives,
avoiding blanket
requirements for
local storage.

Shared Privacy and
Security Standards

Establish common
data protection
frameworks and
strengthen frust
through mutual
recognition,
adopting
international privacy
frameworks like

the Global / APEC
Cross-Border Privacy
Rules System, and
cybersecurity
collaboration.

—

Legal
Interoperability

Enable the
recognition of
digital signatures,
e-documents,

and streamline
dispute resolution
processes and rule
updates with proper
safeguards.

A regional DEFA would reduce operational friction, improve scalability, and attract more digital
investment into ASEAN. By harmonising digital regulations, the region can position itself as a
global leader in digital tfrade, turning alignment into a long-term competitive edge.

The DEFA would of course not stand alone. It will be one of the many other tools and strategies
which the region will need to bring to bear to build a solid foundation for responsible and
inclusive growth. The next and final chapter describes how all this can tie together.
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ASEAN'’s digital economy stands at a pivotal moment.
Businesses across the region are calling for a coordinated,
forward-looking approach to cross-border data regulation
- one that supports innovation while protecting users. The
way forward will require a high-quality DEFA, collaboration,
smarter policy tools, and a foundation of public frust.

Finalise a High-Quality DEFA

A robust ASEAN Digital Economy Framework Agreement should serve
as the foundation for this transformation, enabling trusted cross-border
data flows, establishing clear rules, and embedding shared protections.
A strong DEFA will signal to the world that ASEAN is united, open for
business, and future-ready.

Harmonise and Simplify Regulations

Inconsistent data rules are a recurring challenge for firms operating in ASEAN. Many must
dedicate significant resources just to interpret and comply with varying legal requirements
across markets. A harmonised framework enabled through a regional DEFA would reduce
regulatory friction and support faster, more cost-effective scaling.

This drive to increased consistency can be achieved through leveraging existing flexible

and international data protection certification frameworks such as the APEC / Global Cross-
Border Privacy Rules system (which is referenced in both the US-Mexico-Canada Agreement,
and the Australia-Singapore Digital Economy Agreement as a valid mechanism to facilitate
cross-border data transfers while protecting personal data). The DEFA should refer to the CBPR
framework as a valid cross border data transfer mechanism. Utilising an existing and established
flexible framework like CBPR, underpinned by regional regulatory cooperation, will quicken

the pace of harmonisation and enable seamless data flows without compromising national
sovereignty.

Consistency and much-needed clarity can also be aided by ASEAN member states adopting
standardised definitions (e.g., “personal data”, “sensitive data”) and establishing multiple legal
mechanisms for cross-border transfers.
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Roll Back Unnecessary Data Localisation

Data localisation should only be applied when clearly justified and proportionate. Blanket
restrictions increase costs, reduce opportunities and infroduce considerable risks for ASEAN
businesses as evidenced by our survey results. Instead, to avoid disrupting the growth trajectory
of firms in ASEAN, localisation should be implemented only for the most sensitive data types
(e.g., national security or government data).

The Role of Trust and Data Governance

Public trust is essential to any regional framework. Harmonisation should raise, not dilute,
standards. Strong, enforceable privacy and cybersecurity laws across all ASEAN member states
will benefit both consumers and businesses.

It is important fo communicate that the free flow of data and strong data protection are not
mutually exclusive. In fact, they go hand in hand. Frameworks like the APEC / Global Cross-
Border Privacy Rules system can offer additional credibility and reinforce that commitment to
shared standards.

The Role of Technology and Policy Innovations

Privacy Enhancing Technologies and Sandboxes. As technology advances, there will be a

role for technology innovations to play to address sovereignty concerns. For example, privacy
enhancing technologies (while not a silver bullet) could be used to extract the value and
insights from the data without the data leaving the country (e.g. federated learning). However,
before deploying these technologies and incurring the associated costs, organisations will
need to be confident that policy makers and regulators view these technologies as satisfying
the regulatory concerns. Towards that end, ASEAN policy makers and regulators can
encourage the establishment of cross-border and cross-sector regulatory sandboxes for the
testing of privacy enhancing technologies together with private sector participants. The insights
and findings from the sandbox can then be used to gain confidence in the technologies, and
create ASEAN-led standards for the use of these technologies.

Data Embassies, Data Corridors. Where data protection and access to data are concerns, rather
than focusing on the location of data in another country, explore arrangements which would
enable effective and responsive access to the data when needed by a law enforcement agency
from an ASEAN member state. These arrangements could include concepts such as “data
embassies”, “data corridors”, “free data zones” or other similar constructs.
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Leverage Existing Tools like ASEAN MCCs

ASEAN's Model Contractual Clauses (MCCs), infroduced in 2021, offer a pre-approved, ready-to-
use legal mechanism for cross-border data transfers. But uptake has been limited - only 13% of
our survey respondents currently use them, despite 58% relying on contracts to enable their cross-
border data transfers.

This gap suggests an opportunity: with greater awareness, streamlined implementation, and
government endorsement, ASEAN MCCs could serve as a practical interim solution while
broader harmonisation efforts continue.

Governments can help drive adoption of ASEAN's Model Contractual Clauses (MCCs) by:

* Formally endorsing MCCs and officially recognising them as valid transfer mechanisms
* Providing implementation toolkits, particularly tailored to the needs of SMEs
* Showcasing successful use cases from across ASEAN member states.

When used widely, MCCs can establish a consistent, region-wide baseline for trusted data
transfers - well before harmonisation is in place.

ﬁ ﬁ ﬁ speak with One Voice Globally
ASEAN can serve as a digital bridge between developed and
developing economies. By engaging global forums with a unified
position grounded in trust, interoperability, and inclusion, ASEAN can
help shape the future of digital governance on the world stage.

Who Needs to Act

Policymakers must lead with vision, guided by business realities and regional ambition.
Harmonisation is not a loss of sovereignty. It is a strategic alignment that amplifies each nation’s
voice and strengthens ASEAN'’s collective digital infrastructure. Regional platforms should be
used to fast-track alignment, not just discussion.

Businesses play a crifical role by speaking up, sharing real-world experiences, and adopting
practical tools like the ASEAN MCCs. By demonstrating leadership in compliance, privacy,
and security, the private sector builds the frust necessary for more flexible and future-ready
regulation.

International Partners can support this journey through technical assistance, capacity building,

and interoperable agreements. Global firms operating in ASEAN also have a role to play -
sharing insights and advocating for balanced frameworks that work across diverse markets.

S F SINGAPORE . fint h 28
A FINTECH singaporetintecn.ort
ASSOCIATION gap 9


https://asean.org/wp-content/uploads/3-ASEAN-Model-Contractual-Clauses-for-Cross-Border-Data-Flows_Final.pdf

Conclusion

The bottom line:

ASEAN has the scale, talent, and momentum to lead the next chapter of global digital tfrade. But
the window for action is narrow. Without bold and coordinated steps, the region risks being left
behind, or at worst, scoring an own goal.

By acting now - together - ASEAN can shape a digital economy where data flows securely,
innovation flourishes, and opportunity is shared. One where all tfen nations move forward as one.

It is time to move beyond borders - toward a connected, competitive, and confident digital ASEAN.
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